53

OcHOBHBIE TOHATUA KPUITOTrpadun”

B. B. Amenko

BBEJIEHUE

Kax nepedamv nyoenyto ungopmayuio nyxcnomy adpecamy 6 matine om
dpyeur? Kax il 13 9uTaTelel B pa3zHoe BpeMd U ¢ PA3HLIMU HeIAMH HaBep-
HSiKa TBITAJICS PEelnTh Mas cebGsi DTy MPakKTH4ecKyio 3amady (m1s yrobcTBa
TaTbHEHIINX CCHITOK HazoBeM ee «3agada Ty, T. e. 3agaga Taiinollucu). Bor-
6paB MOIX0/Islllee pellleHne, OH, CKOpee BCero, NOBTOPHJI H306peTeHne 0THOTO
13 cIoco60B CKPHITOR mepefatn HH(OPMaNil, KOTOPHIM yKe He 0JHa ThICITa
JeT.

Pasvurmass nan sagaden TII, neTpyIHO IPHATH K BHIBOAY, ITO €CTh TPH
BOBMOYKHOCTI.

1. Co3maTh aGCOMTOTHO HAMEXKHBIH, HEJOCTYIHBIN IS IPYTHX KaHAJ CBA3N
MeXK Iy abOHeHTaMM.

2. Ucnoab3oBaTh 061IeOCTYIHBIN KaHaJd CBA3HM, HO CKPLITH caM (PaKT Ie-
peradn WHQMOPMAIINH.

3. Ucnoan3oBaTh OOIIEIOCTYIHLIN KaHaJd CBA3W, HO HepegaBaTh MO HEMY
HYKHYIO HHMOPMANHIO B TaK Mpeo6pPa3oBAaHHOM BHe, YTOOBI BOCCTAHOBUTH
ee MOT TOJBKO ajpecar.

I[IpokoMMeHTHpyeM >TH TPH BO3MOXKHOCTH.

1. [Ipm coBpeMenHOM YpPOBHE pPa3BHTHS HayKH W TEXHHKH CIeJaTh TaKOH
KaHaJ CBA3H MEXKIY YIATeHHBIMI aOOHEeHTaMH IS HeOTHOKPATHON Mepenatn
60BITHX 06BEEMOB WHPOPMATINH NPAKTHYECKN HEPeaabHO.

2. PazpaboTKoll cpeJCcTB I METOJOB CKPLITHA (pakTa mepeJadn COOOIIeH s
BaHIMaeTCa cmez2anoepadus.

[epBrie cieapl cTeranor pauuecKux MeTOMOB TEPAIOTCA B TAyGOKON [PEBHOCTH.
Hampumep, uzBecTen Takol cnocob CKPBITHA MUCHMEHHOT O COOOIIEHNS: TOMOBY paba
Opuan, Ha KOXe T'OJIOBBI MHCAN COOOIIeHNe W ToCcle OTpacTaHuA Bojaoc paba oTmpa-
BJIAAU K ajpecaTy.

W3 meTeKTUBHBIX MPOM3BEJAEHNN XOPOIIO M3BECTHBI PA3IMYHBIE CIOCOOBI TAWHO-
TMUCU MeX Y CTPOK OOBIYMHOT O, HE3AIINIIIAEMOT O TEeKCTAa: OT MOJOKa /0 CAOXKHBIX XHU-
MHUYeCKUX PEAKTHUBOB C TOCAeAyomen 06paboTKON.

*HacTosmmas cTaThd ABIAETCA COKPAIIEHHBIM IepepabOTaHHBIM BAPHAHTOM KHHATH
C. A. lopudenko u B. B. Amenko «25 sTiogoB o mmdppax», M.: Tenc, 1994.
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Takxe U3 1eTEKTUBOB M3BECTEH METOJ ¢ MUKPOMOUKU»: COOOIICHNE 3aNCHIBACT-
cAl C TIOMOIIBIO COBPEMEHHOW TEXHUKN HAa OYeHb MaJeHbKUH HOCUTENb (MHKPOTOU-
KY), KOTOPBIH MepechlIaeTcs ¢ OGBIYHBIM IMCHMOM, HATIPUMED, [MO{ MapKOH W T je-
Huby b B IPYTroM, 3apaHee 00yCIOBIEHHOM MeCTe.

B macTosdmee BpeMa B CBA3N ¢ MHUPOKNUM PacHpPOCTPAHEHNEM KOMIBIOTEPOB M3-
BECTHO MHOTO TOHKHX METO/OB (3aTPATHIBAHUAY 3aMIUIIAEMON WHpOPMAINU BHYTPH
60bIINX 06beMOB MH(MHOPMATINN, XPAHAIIEHCA B KOMIIbIOTepe. Haraa aHbi mpumep 3a-
NPATHIBAHNA TEKCTOBOTO (haiiaa B rpadmaeckuii Moxuo HaiTn B UnTepreTtel); on xe
npuBeieH B xKypHate «KomnbioTeppas, Ned8 (225) ot 1 gexabpa 1997 r., Ha cTp. 62.
(CaenyeT oTMeTHTB, 9TO aBTOPHI CTATHU B KYpHAaJe OMMMGOYHO OTHOCAT CTETaHO-
rpaduio x kpuntorpadun. KoHedHO, ¢ TOMOMIBIO cTeraHoTr paduil MOXKHO NPATATH
1 IpeJBapUTENbHO 3amudppOBaHHBIE TEKCTHI, HO, BOOGIIe TOBOpA, CTeT aHOT padud 1
KpunTorpadnusa — TPUHIUTHATLHO Pa3lInvdHbIC HAPaBJACHUA B TEOPUHU U MpaKTHKe
3ammTh HHGOPMAUNH. )

3. Paspa6oTkoii MmeTo0B mpeoGpasoBanns (wugpoeanus) NHGOPMALNT C
[eJbI0 ee 3alllUTH OT HE3AKOHHBIX MOMbh30BaTelell 3aHUMAETCH KPUnmozpa-
¢us. Takue MeTOMB U cNOCOGH MpeobpazoBanus WHPOPMAINE HA3BIBAIOTCH
wudpami.

Hugposanue (2awudposanue) — nponecc NpHMeHeHNs MWNQPa K 3alin-
aeMoi nH(pOpMaINT, T.e. TpeobpasoBaHue 3alliuiiaeMoil nHMopManun (om-
Kpuimoz2o mexcma) B ndpoBaHHOoe cooblienne (wu@pmexcm, kpunmozpam-
MY) € TIOMOIIBIO ONPeeeHHBIX MPABII, COMEePIKANINXCS B IHQpe.

Aewugpoeanue — npoiecc, o6paTHEIN H(PPOBaHUIO, T.e. Tpeobpa3oBa-
Hie MH(POBAHHOTO COOGIIEHNS B 3AIIHINIAEMYI0 HH(OOPMAINNI € TMOMOIIBIO
oTpeleJeHHRIX MPaBILI, COJIepKalInXcs B Indpe.

Kpuntorpadus — npukiaamas Hayka, oHa UCTOAB3YeT caMble TOCAeTHIE
TOCTHXKeHNs PyHTaMEeHTaIbHBIX HAYK U, B MepByI0 odepenb, MaTemaTuku. C
IPYTON CTOPOHHI, BCe KOHKPETHRIE 3a/[a4i KPUITOTpadui CyIIeCTBEHHO 3a-
BHCAT OT YPOBHSA PA3BATHA TEXHAKN U TEXHOJOTHH, OT NPUMEHIEMEIX CPEeICTB
CBSI3W U CHOCOGOB mepeayn nHMOOPMAIN.

[IPEAMET KPUOTOTPADUN

Ymo oce asasemesa npedmemom xpunmoepaduu? /s oTBeTa Ha DTOT
Bompoc BepHeMcs K 3agade TII, 9TO6HI YTOYHUTEL CHTYANWIO W NCHOAB3YeMbIe
NOHATHSA.

IIpex e Bcero 3aMeTnM, ITO 5Ta 3ajJava BO3BHHKAET TOABKO MJIf WHMOP-
Mallii, KOTopas Hy:xKgaercs B 3ammuTe. OGbIYHO B TAKHX CJAy4YasX FOBOPAT,
9TO HHPOPMANHS COMEPKUT TANHY WM SBAACTCH 3aujutjaemot, npueamuoi,
kongudenyuaavnot, cexpemuot. [Jiga nanbonee THNHIARX, TaCTO BCTpeTaio-

Dhttp://www.geocities.com/SiliconValley/Vista/6001/
P g y
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[INXCA CATYAlnidl TaKOro THIA BBeJEHHI Jake CHelNalbHBIe TOHATHSA:
— rocyjapcTBeHHas TalHa;
— BOEHHas TalHa;
— KOMMepJeckas TanHa;
— fopuanYecKas Talma;
— BpatvebHad TaWHa U T. .
[lanee MBI 6y 1eM TOBOPUTH O 3allliIlIaeMOl HHMOPMANNN, UMest B BHIY CJe-
IyIOlIne TPU3HAKH TAaKOW MHMOPMAINN:

— IMeeTCs KAKOU-TO ONPeJIeeHHBIH KPYT 3UKOHHbIT N0.Ab306AMEAEN, KOTOPHIE
HMEIT MPaBo BJIaeTh DTOW HH(DOPMANHEN;

— UMEITCSH HE3AKOHHBIE NOAb306AMEAU, KOTOPHIE CTPEMATCS OBAAMETh DTOU
nHpOpManuen ¢ TeM, 9TO6K 06paTUTH ee cebe BO 6JaTO, a 3BAKOHHKBIM MOJb-
30BaTeNAM BO Bpe[.

JIst TpOCTOTHT MBI BHaYaJe OTPAHNIAMCA PACCMOTPEHUEM TOJBKO OJTHOM
y2po3bl — YTPO3wl pasriaiienns napopmanuu. CyliecTBYIOT U IpyTrue yrpo-
3B IS 3AllUIaeMoll HHPOPMANHH CO CTOPOHBI HE3AKOHHBIX TOJb30BATeENEN:
noaMena, umuTanus u ap. O HEX MBI TOTOBOPHM HIUKE.

Tenepb MBI MOxKeM H306pa3uTh CUTyalllio, B KOTOPOI BO3HWKaeT 3ajJada
TTI, cregyromen cxemont (cum. puc. 1).

A B

I1
Puec. 1.

3meck A u B — yajeHHbBIe 3aKOHHBIE MOMB30BATENN 3AITHINIAEMOUT HHPOP-
Mallii; OHH XOTAT OOMeHHBAThCS HHPOPMANHEnd Mo O6IIe[OCTYTHOMY KaHaJIy
cBs3u. [ — He3akOHHBIN MONB30BaTeNb (NPOMUEHUK), KOTOPHIH MOXKET Tepe-
XBaThIBaTh NlepeflaBaeMble IO KaHAJAy CBA3W COOOIIEHNA W NBITATHCA N3BJAEYb
U3 HUX WHTEPEeCyolIlyl ero maHGopManun. JTY (GOPMATLHYI0 CXeMy MOXKHO
CYUTATh MO/ENbI0 TUNUYHOW CHTYAINH, B KOTOPOU MPUMEHSIOTCS KPHUITO-
rpadguieckKkne MeTOILI 3alIUTHl HHPOPMANNH.

OTMeTnM, 9TO HCTOPUYECKHN B KPUNITOT pahuil 3aKPEMUINCh HEKOTOPHIE BOEHHBIE
cioBa (IPpOTHBHUK, aTaka Ha mmdp n ap.) OHu HanGolee TOYHO OTPAKAIT CMBICI
COOTBETCTBYONINX KPUNTOT paduIecKUX NOHATHN. BMecTe ¢ TeM MHUPOKO M3BeCcTHAs
BOEHHAA TEPMUHOJOT U, OCHOBAHHAA HA TIOHATHN KOAA (BOEHHO-MOPCKME KOJBI, KO B!
TeHepanbHOro mTaba, KOJOBblE KHUT'M, KOMOGO3HAYEHHA M T.1.), YXKe He NPUMEHsA-
eTcsi B TeopeTudeckKon kpunrtorpadun. /leJo B TOM, 9TO 3a MOCJAEJHAE TeCATUIETUA
cpopMupoBaiach meopus kKoduposarua — GOAbIIOe HAYIHOE HATPABICHHUE, KOTOPOE
paspabaThiBaeT U U3ydaeT MeTO/bl 3alMTHl HHMOOPMANNN OT CIyJalHbIX NUCKAKEHUH
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B KaHajgax cBA3u. U ecaum panee TepMUHBI kKoduposanue m wu@posanue ynotpebis-
JAUCHh KaK CHHOHUMBI, TO TeMephb TO HegomycTuMo. Tak, HampuMmep, o49eHBb Pacmpo-
CTpaHeHHOE BbIpaXKEHUE «KOAMPOBAaHNE — Pa3HOBUAHOCTD MIM(pPOBaHUAY CTAHOBUTCA
TIPOCTO HENPaBUJABHBIM.

Kpuntorpadgus sanmmaeTcs MeTomaMu npeob6pa3oBanus HHMOPMAINH,
KOTOphie ObI He MO3BOMUAN NPOTUBHUKY W3BJAeYb €€ N3 NepexBaThIBAEMBIX CO-
o6menni. [Ipn >ToM Mo KaHaTy CBS3U MepefaeTcs y:Ke HE caMa 3allluilaeMas
nHGOpPMANNA, a pe3yabTaT ee NMPeoOPA3OBaHUA C MOMOIIBIO MNppa, W I1d
OPOTHBHUKA BO3HUKAET CAOXKHAA 3ajada 6ckpbimus wudpa.

Bexpoimue (634ambieanue) wugpa — mMpomecc MOSYHeHUs 3alINIIAeMON
MHGOPMANNN W3 MIN(POBAHHOTO COOOIIeHNs 6e3 3HaHNA NPUMEHEeHHOT O IN-
¢bpa.

O/HaKO MOMHUMO TepexBaTa U BCKPHITHS MHQpPa TPOTHBHUK MOXKET MHI-
TaThCA MOJNYINTH 3aIIANIaeMy0 NHGQOPMANNI0 MHOTUMH TPYTUMHA CocobaMu.
Hau6omee uaBecTHRIM W3 TaKUX CIOCOOOB SIBJASETCS ar eHTYPHBIN, KOT Ja TPO-
THBHUK KaKUM-T1UO0 MyTeM CKJIOHSAET K COTPYJHUYECTBY OHOTO U3 3aKOHHBIX
MOJb30BaTeNel W C TOMOIIBIO 3TOTO areHTa MoAydaeT MOCTYN K 3alluIIaeMON
nupopMmanuu. B Takou cuTyanuu kpuntorpadus GeccuabHa.

IIpoTUBHIK MOXKET MHEITATHCA HE MOAYIHTH, & YHUITOXKATH UAT MO TAPH-
[HPOBATH 3alINIIaeMy0 HH(OPMAINI0 B Mpollecce ee Tepefadn. ITO — CO-
BCEM [JIPYTOH THT YIpo3 /s WHPOPMANNN, OTIHYHEIH OT MepexBaTa U BCKPHI-
Tusa mudpa. [ag 3aMATH OT TaKAX YTpo3 pa3pabaTHBAIOTCA CBOU CHeNudn-
JecKne MeTO/bl.

CaefmoBaTeabHO, HA MYTH OT OJHOTO 3aKOHHOTO TOJB30BATENS K APYTrO-
MYy MHGOPMaNNA TOJKHA 3alINIIATHCA Pa3JInIHBIMEA CTOCOOaMNU, TPOTHBOCTO-
AMIAME Pa3JnIHBEIM yTpo3aM. BO3HUKaeT CUTyanus IMenu W3 Pa3sHOTHMHBIX
3BeHbLEB, KOTOpasd 3allniIaeT nHpOpMannio. EcTecTBeHHO, TPOTUBHEK 6yIeT
CTPEMUTHCS HAUTH caMoe cjiaboe 3BeHO, 9TOOGH ¢ HAaUMEHBITUMH 3aTpaTaMu
no6paThes 10 mHPOPMANUH. A 3HAYAT, U 3aKOHHBIE MOJB30BATENN JOJKHBI
YYHTHIBATH 3TO OOCTOATENBLCTBO B CBOEH CTpaTeruu 3allNThl: 6€CCMBICTEHHO
neraTh KaKoe-TO 3BeHO OYeHb MPOYHBIM, €CAH eCTh 3aBeJ oMo GoJee caabbie
3BeHbS (CIPUHIAT PABHONPOIHOCTH 3AUIHTHD ).

He caenyet 3abuiBaTh u elié 06 ogHOW BaXKHOU mpobaeme: mpobiemMe co-
OTHOUIEHNS TeHbl NHMOPMANNN, 3aTPaT HA €e 3allUTy W 3aTpaT Ha ee JOOHI-
Banme. [Ipu coBpeMennoM ypoBHe pa3BUTHS TEXHUKHN CAMH CPeJICTBa CBA3M, a
Takzke pa3paboTKa CpelCcTB NepexBaTa NH(POPMANNN U3 HUX U CPEACTB 3allln-
TH WH(OOPMANNN TpebyIoT OUeHb 60abINUX 3aTpaT. [Ipex e Yem 3ammumaTth
nHpOpMannio, 3amaiTe cebe IBa BOmpoca:

1) sBAsieTCS IW OHA J/15 TPOTUBHIKA GOJlee MEHHOM, 9eM CTONMOCTh ATaKN;

2) sBAseTCS JU OHA [/ Bac 6ojee MEHHOM, €M CTONMOCTD 3aIINTHI.
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Nmenno mepevnciennbie coO06payKeHnsd U ABJAAIOTCSA PEIIAIONIAME MPH BH-
Oope TOAXOMANINX CPeNCTB 3alllUThl: (PU3NYECKUX, CTeraHorpadpuiecKknx,
KpHUITOr papniecKnx u Jp.

HexoToprie monaTns KpunTorpadun yIoO6HO HITIOCTPAPOBATEL NCTOPUIE-
CKUMU TIPUMepaMi, TO3TOMY clejaeM Heboabllloe HCTOpUIecKoe OTCTYIIeHNeE.

Mlonroe Bpemsa 3aHATHe KpUNTOrpaduen ObLIO yAeJ0M IyJaKoB-oauHO4YeK. Cpe-
U HUX OBLIN OJlapeHHBbIE YUYEHBIE, MUIIOMATHI, CBAMICHHOCIY KUTean. V3BeCcTHBI cay-
“am, KOrjga KPUNTOr padus CINTadach faxe I€epPHON Maruei. ITOT MEPUO PA3BBUTHA
KPUTITOT paduu KaK MCKYCCTBA JIUICS C He3AMaMATHBIX BPEMEH 0 Havasa XX Beka,
KOT1a TIOABUJINCH MEPBBIE MM POBaIbHBIE MalWHbl. [loHMMaHme MaTeMaTHIECKOT O
XapaKTepa pelraeMblX KpunTorpaduell 3amad MpUILNO TOIBKO B cepenHe XX BeKa
— mocie paGoT BHIgatoIerocs amepukanckoro yaenoro K. Hlennona.

UcTopust xpuntorpadun cBsizaHa ¢ GOJIBIIMM KOJAIECTBOM JAUIIOMATHIECKUX 1
BOEHHBIX TalH W MOXTOMY OKyTaHa TyMaHOM Jerenj. Hambosee momHas KHUTa 1O
ucTopun Kpuntorpadun cogepxkuT Gogmee Thicsun cTpanun. OHa omybamkoBaHa B
1967 roay m Ha pycckuil A3biK He mepepegenaZ). Ha pyccKoM f3bike HeJaBHO BBIIIET
B CcBeT (byHAaMEHTAIbHBI TPy 110 ucTopnn KpunTorpaduu B Poccnn®) .

CBol cJie[] B UCTOPUH KPUTITOT papuut OCTABUIN MHOT € XOPOIIIO W3BECTHBIE NCTO-
pudeckue audHOCTH. [IpuBegeM HeCKOIBKO Hambosee ApKUX NMpuMepoB. [lepBrie cBe-
neHus 06 WCMOAB30BAHUN MU(MPOB B BOCHHOM [leJie CBA3aHbI C UMEHEM CTIapTaHCKOT O
noakosoua Jucauapa (mmndp «Cuutanky). [lezaps ncnoabsosan B mepenucke mmop,
KOTOPBIN BoIea B uctopuio kak «mudp llezapsy. B apesuent I'pennu 6u11 nzobpeTen
BUI mndpa, KOTOPHIU B JadbHENIIIEM CTAX HA3bIBaThCsA «kBaapaT [lomutusy. O gy m3
HePBBIX KHUT 1o KpunTorpadun Hamucas a66at W. Tpureanit (1462-1516), xxusumit
B I'epmanuu. B 1566 roay masectanmt matemaTtuk /I. Kapaauno ony6ankoBaa paboTy ¢
omucaHneM M306peTEHHON UM cucTeMbl mudpoannd («pemérka Kapaanos). Ppan-
una XVI Beka ocTaBmia B mctopum Kpuntorpadun mudpsl kopoasa [empuxa IV un
Pumiesve. B ynomsinyton kuure T. A. CoGomeBolt mogpo6HO OMMCAHO MHOT O POCCUU-
ckux mudpoB, B ToM uncie u «uuduphad azbykas 1700 roga, aBTOpoM KOTOpOR GBLI
ITeTp Beamkmnii.

HekoTopbie cBefenns o cBoicTBax MMpPOB U UX TPUMEHEHUH MOXKHO HAUTH 1
B XyI0KECTBEHHON AUTEPAType, OCOOEHHO B MPUKIOYEHIECKON, TeTEKTUBHOW W BO-
eHHon. Xopoiiee moapobHoe 06bACHEHNE OCOOEHHOCTEN OMHOTO U3 MPOCTENIINX TIIH-
dpoB — wudpa 3ameHbl W METOOB €r0 BCKPBITHA COJEPKUTCH B MBYX M3BECTHBIX
pacckazax: «3omoTon kyk» J.[lo u «([lasmymme wemoBedkmy A. Konan-/lounis.

PaccmoTpum Goaee moapo6HO fBa mpuMepa.

Mudp «Cuntanky. ITOT mudp m3BecTeH €O BpeMeH BOUHBI CHapThl TPOTHUB
Adun B V Beke g0 H.3. [ladg ero peammzanuy WMCIOAB30OBAICA CHATAIb — JKE3J,
uMetorni (popmy umanugpa. Ha cumTanb BUTOK K BUTKY HaMaTbhiBajgach y3Kas Tia-
nupycHas JeHTa (6e3 MpoGenoB W HAXJAECTOB), a 3aTeM Ha HTON JeHTe BJOIb OCH
CUMTAJA 3ATUCHIBAICA OTKPBITHIN TeKeT. JleHTa pasMaThiBaJach W MOJYYatoch (s

) Kahn David. Codebreakers. The story of Secret Writing. New York: Macmillan, 1967.

%) Coboaesa T. A. Taiinonucs B nctopun Poccun (McTopus kpunTorpadudeckon ciryK6bl

Poccuu XVIII - Hagana XX B.). M., 1994.
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HETOCBAIIEHHBIX ), YTO TONEPEK JEHTH B GeCOpsA/Ke HAMCAHBl KaKne-TO GYKBHI. 3a-
TeM JieHTa OTHpaBIAIach ajgpecaTy. AjgpecaT 6pas TakoW XKe CIUUTATb, TaKUM XKe
o6pa3oM HaMaTBhIBaJ Ha HETO TOJYYECHHYIO JEHTY W 4UTaa cOooOIIeHWe BIOJIb OCH
CIIMTANA.

OTMeTum, 9TO B 5TOoM mudpe npeobpazoBaHne OTKPHITOT O TEKCTa B MH(pPOBAH-
HBIU 3aKJII0YAeTCA B ONPEJEIEHHON TIepeCTaHOBKe OYKB OTKPBITOro TekcTa. [loaTomy
kaacc mmppoB, K KOTOPBIM oTHocuTcA u mudp «Cumtanby, HazbiBaeTCA wu@pamu
nepecmano6kru.

Mudp Hezaps. IToT mmdp peaansyeT cieayoliee Mpeobpa3oBaHne OTKPHITOT O
TekcTa: Kaxkjgasd 6yKBa OTKPBITOTO TEKCTA 3aMeHSIeTCs TPeThel mocie Hee GYKBOU B
ajapaBUTe, KOTOPBIN CINTAETCA HATMCAHHBIM 110 KPYTY, T. €. Tocae GYKBBI «Iy CIeyeT
6ykBa «a». OrmeTnm, uTo llezapp 3amensini 6ykBy TpeThbel Tocie Hee OYKBOU, HO
MOXHO 3aMeHATh W KaKOU-HUOYAb Apyrou. [ maBHOE, YTOOBI TOT, KOMY TOCHLIAETCH
mmdpoBaHHOe COOOIEeHNe, 3HAJA DTy BeAW4UnHY caBura. Kiace mmdpoB, K KOTOPHIM
otHocuTcsa u mmdp llezaps, HazbiBaeTcs wudpamu 3amenbl.

W3 npenpiayiiero u3JioKeHns MOHATHO, UTO NPHUIYMBLIBAaHIE XOPOIIIET O IITH-
¢pa — mero Tpygoemikoe. [lodToMy XKeaaTelbHO YBEIUIATH «BpeMs YKUIHIY
XOopolllero mudgpa n HCIOIb30BaATh €ro 1 MNMPOoBaHnd KaK MOXKHO 60JbIIIEro
KoJmdecTBa coobiiennii. Ho mpu 3ToM BO3HHKaeT OMACHOCTh, YTO MPOTHBHUK
y’Ke pasrafa’ (BCKpHLI) mmdp I 9NTaeT 3aliniraeMyio nudopMannio. Ecan
JKe B mndpe eCTh CMEHHBIN K04, TO, 3aMEHUB K09, MOXKHO CJeJaTh Tak,
4YTO pa3paboTaHHble TPOTHBHUKOM METO/[BI yKe He MaioT aghdeKTa.

[Mox x.rouom B KpunTorpaduu MOHNMAIOT CMEHHBIH 3JeMeHT Indpa, Ko-
TOPBIHl TPUMEHsSeTCH [id MHpPOBaHNA KOHKPeTHOTO coobienns. Hanpumep,
B mmngpe «CuuTalby KIOYOM SBASETCH AHAMeTp CIHTAlfA, a B MH(pax THIA
mndpa [lezaps kaodoM ABASETCSA BeININHA CABATA OYKB MA(PPTEKCTa OTHO-
CHTEeNbHO OYKB OTKPBITOIO TEKCTa.

Onucanubie coobpaKeHHsi TPUBEJH K TOMY, 9TO G€30TMaCHOCTh 3allIuila-
eMoll WH(pOPMAIHH CTajla ONpPeNeasThCcs B MepByIO odepelb Kiawodom. Cawm
mudp, WndpMaliiia Uil TPUHIUT ITH(POBAHNA CTANN CINTATh U3BECTHBIMA
NPOTUBHUKY W MOCTYINHBIMHU JJs MpeJIBapuTelbHOrO U3y4YeHHs, HO B HUX MO-
SIBUJICSI HEU3BECTHRIN [/ IPOTHBHUKA KJAI0Y, OT KOTOPOT'O CYIIeCTBEHHO 3aBH-
CAT MpUMeHseMble peobpa3oBanusa nagopMannu. Temeph 3aKOHHBIE TOAB30-
BaTe/N, pexkae 1eM 0OMeHNBaThCS IN(POBAHHBIMU COOOIIEHUAMU, MOJIKHBI
TallHO OT MPOTHBHHUKA OOMEHSTHCH KJIYaMU HJAH YCTAHOBUTH OJUHAKOBBIH
K104 Ha 000MX KOHIIAX KaHaJa CBA3W. A s MPOTHBHUKA MOSIBHJIACh HOBas
3a/la4a — OMpeNeNnTh K04, Mocae 9ero MOXKHO JerkKo MpoYnTaTh 3allndpo-
BaHHBIE HA DTOM KJafo4de COOOIIeHNs.

Bepuemcs x ¢popMasbHOMY OMMCAHUIO OCHOBHOTO 00BHeKTa KPUNTOT pahpun
(puc. 1, ctp. 55). Tenepb B HEro HEOGXOMUMO BHECTH CYIIECTBEHHOE M3MEHE-
Hile — J00aBHTH HEJOCTYIHBIH /s TPOTHBHUKA CEKPETHBIN KaHAJ CBA3M s
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A < COOOIIeHn I S B

Il

Puc. 2.

obmena kaodaMn (cM. puc. 2). Co3maTh Takol KaHaJ CBA3M BIOJHE PEATbHO,
NOCKOJMBKY Harpy3ka Ha Hero, BooOllle ToBOps, HeboJbllag.

OTMeTnM Temepb, 9TO He CYIIECTBYET €INHOTO HIH(Pa, MOIXOIAIIETO
IJst Bcex caydaeB. Beibop cnocoba mungpoBaHus 3aBUCHT OT OCOOEHHOCTER
nH(OpMANnu, ee IMEHHOCTH W BO3MOXKHOCTEH BJajeJblleB MO 3allliTe CBO-
eil mwaopmanuu. [Ipex e Bcero moguepkuaém 60IbINOE pa3zHOOOpasne BHIOB
zamininaeMoil WHGOpPMAINN: JOKyMeHTalbHas, Teded)OHHAH, TeJeBH3MOHHAS,
KoMTbloTepHast u T. . Kax e BUjJ WHGOpPMAINN HMeeT CBOHW Chenundude-
CKHie 0COOEHHOCTH, W 9TH OCOOEHHOCTH CUJIbHO BAHSIOT HAa BHIGOD METO/OB
mn@poBannsg nHGoOpMannu. Boablioe 3HaveHne WMelOT 06BeMB W Tpebye-
Masi CKOPOCTh Tepefadu mndpoBanton nadopmanuu. Beibop Buga mudpa u
ero mapamMeTpoB CYUIECTBEHHO 3aBUCHUT OT XapaKTepa 3alllulllaeMbIX CeKpe-
TOB min TaiHbl. HeKoTOphle TalHbl (HampuMep, rOCyIapCcTBeHHbIE, BOCHHbIE
W JIp.) MOJKHBI COXPAHATHCS TeCITUIETHSIMNI, a HEKOTOpKe (HanmpuMep, Gup-
JKeBBIe) — yiKe depe3 HeCKOJBKO 9acOB MOKHO pasriaacnTh. Heobxonmo yan-
THIBATh TakxKe 1 BO3MOXKHOCTH TOTO MPOTHBHUKA, OT KOTOPOT O 3aIIUIIAETCA
nannas nagopmanug. OIHO Me710 — NPOTHBOCTOATEH OJMHOYKe WIn Haxe GaH-
[le YTOJOBHUKOB, a IPYToe [ejJ0 — MOIIHOU T'OCyapCTBEeHHOU CTPYKTYpe.

Cnoco6HOCTS Mg pa TPOTUBOCTOATH BCEBO3MOXKHBIM aTaKaM Ha HETro Ha-
BBIBAIOT cmotikocmyio wudpa.

[Mox amaxoii na wudp TOHUMAIOT MOMKITKY BCKPBITUS DTOTO HIindpa.

[MonsiTue cToUKOCTH MIN(Pa ABAAETCS NEHTPATBHBIM s KPUTTOT pauu.
XOoTs Ka1eCTBEHHO MOHATH €TI0 JOBOJLHO JEeTK0o, HO MOTyIeHNe CTPOTUX TOKa-
3yeMBIX OIEHOK CTOUKOCTH IS KaXKJIOro KOHKpeTHOro mudpa — mnpobiema
HepellleHHAs. JTO OOBACHAETCS TEM, 9TO [0 CHX NMOp HET HEOOXOJTUMBIX s
pelliennsi Takoi MpoOJeMbl MaTeMaTHIeCKnX pe3yabTaToB. (MBI BepHeMcs K
06CyK IeHnio DToro Bonpoca Hmxke.) [lodToMy cTORKOCTH KOHKPETHOT'O IIH-
¢pa oneHnBaeTCAd TONLKO NyTeM BCEBO3MOMKHBIX MONBITOK €ro BCKPHITUA U
3aBUCHT OT KBATU(DUKANAT KPUNMOAHAAUMUKO6, aTaKylomnX mudp. Takyio
npolleiypy MHOT A Ha3bIBAIOT npoeepkot cmotixocmu.

BakHBIM TOATOTOBUTENBHBIM DTANOM [Jis TPOBEPKH CTOWKOCTH Hiudpa
SIBJASETCH NPOAYMBIBAHHE PA3JIHYHBIX NPEANONAraeMblX BO3MOXKHOCTEH, ¢
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MOMOIIBI0 KOTOPHEIX TPOTHBHAK MOYXKeT aTaKoBaTh mugp. [losBienne Takux
BOBMOXKHOCTEHN y MPOTHUBHNKA OOLIYHO HE 3aBHCHT OT KPHOTOrpaduu, 3TO
SIBASETCAS HEKOTOPON BHEIIHEeH MOACKAa3KOH W CYIIeCTBEHHO BAHSET Ha CTON-
KocTh mngpa. [loosToMy onenkn cTonkocTn mugpa BCera cogepKaT Te mpe/-
MOJOXKEHNSA O MeJdX U BO3MOXKHOCTAX MPOTUBHUKA, B YCJIOBUAX KOTOPBHIX dTH
OIIEHKH NOJYY€eHBHI.

IIpexx e Bcero, Kak »TO y:Ke OTMeYaaoCh BHIIE, OOBIYHO CINTAETCS, YTO
NPOTHBHUK 3HAET CaM UMD N HMeeT BO3MOKHOCTH [IJf €ro MpeiBapuTelbHO-
ro m3ydenns. [[poTUBHNK Tak:Ke 3HaeT HEKOTOPHIE XapaKTePUCTHKN OTKPHI-
THIX TEKCTOB, HAIpHMEP, OOIIYI0 TeMAaTHKY COOOIIEHNN, X CTIIL, HEKOTOPHIE
CTaHJapTHI, (POPMATHL U T. 1.

W3 Gomee chnenmdudecknx NOPHBEIEM €Ié TPH NPHMEpPa BO3MOXKHOCTEH
NPOTHBHAKA:

— NMPOTUBHUK MOYKeT MepexXBaThiBaTh BCe IIN(pPOBaHHBIE COOOIIEHNS, HO HE
HMeeT COOTBETCTBYIOIINX MM OTKPBITHIX TEKCTOB;

— MPOTHUBHUK MOYXKET MepexBaThIBaTh BCe MN(POBaHHBIE COOOIIEHNA U JOOHI-
BaTh COOTBETCTBYIOIINE UM OTKPBITHIE TEKCTHI;

~ MPOTMBHAK MMeeT MOCTYN K MHQPy (HO He K KiaodaMm!) n MOITOMY MOKeT
3anPPOBLIBATH N AelIN(PPOBHIBATH JI0OYI0 MHGOPMAILIO.

Ha npoTskeHnn MHOTWX BEKOB CPeJN CNENNAaJIUCTOB He YTHUXAIH CHOPHI
O CTOMKOCTH MINMPOB H O BO3MOXKHOCTH MOCTPOEHHS abCOJIOTHO CTOWKOTO
mudpa. [IpuBegeM TpH XapaKTepPHBIX BBICKA3bIBaHNSA HA DTOT CYET.

Anrmmiickuin MatemaTuk Japabs Be66upx (XIX B.): «(Beakuil deloBek, aaxe
€cii OH HEe 3HAKOM C TEXHUKOU BCKPBITHA MH(POB, TBEPAO CYUTAET, ITO CMOXKET
u306pecTn abCOMIOTHO cTONKNH udp, u 9eM GoJee yMeH U 06pa30BaH 3TOT IEMOBEK,
TeMm Gosee TBepao 3TO ybexmenme. Sl cam pasgensn 5Ty YBEPEeHHOCTb B TedeHHUE
MHOT WX JIET.»

«Oren xubepueTuxumy HopGepT Bunep: «/lto6oi mmdp MoxkeT GHITH BCKPBIT, €C-
JU TOJABKO B DTOM €CTh HACTOATENbHad HEOOXOJAMMOCTH W WH(MOPMAIUA, KOTOPYIO
MPEeANOJar a6 TCA MOAYIUTh, CTONT 3aTPAYeHHBIX CPEACTB, YCUINN W BPEMEHM. ..»

AsTop mmppa PGP P. 3ummepmanu («KommbioTeppas, Ned8 ot 1.12.1997,
cTp. 45-46):

«Kaxgprii, kTo gymaeT, 9TO m300pet HeNpoOMBaeMyl cxeMy Im(pOBaAHUA, —
WM HEBEPOSATHO PEAKUN TE€HWH, WIN MPOCTO HAWBEH W HEONBITEH...»

«Kax aprit mporpammMucT BooGpaxkaeT cebd KpunTorpadoM, 9TO BEJET K PaCIpo-
CTPAaHEHNIO NCKAOYUTENBHO IIOXOT O KPUITOO6ECTIEIEHNS. ..»

B sakaodenne JaHHOT O pa3feja CaeaaeM emré OMHO 3aMevaHue — O Tep-
Munogoruu. B nmocjeanee BpeMs Hapdaay CO CJOBOM (<KpI/IHTOI‘padf')I/IH)) qacCcToO
BCTpevdaeTCs U CJJOBO «(KPUIITOJOT UsI», HO COOTHOIICHNE MeXK 1y HUMH He BCer Ia
NMOHUMaeTCd MPpaBUJIBHO. Cenuac MPOUCXOIUT OKOHYAaTeJbHOEe (l)OpMI/IpOBaHI/Ie
OTHUX HAYYHBIX TUCHHUILINH, YTOYHAKTCA UX OpeaMeT U 3ada'l.
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Kpunmousaozus — Hayka, cocToslllasg U3 [IBYX BeTBell: KpUITOTpaduu u
KPHUITOAHAIN3A.

Kpunmozpadus — uayka o cnocob6ax npeo6pasoBanus (MndpoBaHus) HH-
(opMalnuu ¢ MeJbl0 ee 3AlIUTH OT HE3AKOHHKIX TOJb30BATENEN.

Kpunmoanaiuz — wayka (n mpakTnKa ee IPNMEHEHNs) O METOMAX I CIO-
cobax BCKPBITHS MIHMPOB.

CooTHolllere KpunTorpauu  KPHITOAHAAN3A OYEBH,HO: KPUITOIPa-
¢ug — 3ammuTa, T.e. pazpaboTka MUEMPOB, a KPUNTOAHAIN3 — HaNaleHNe,
T.e. aTaka Ha mmdpsl. OTHAKO 3TH [Be MUCHUIIHHE CBA3AHBI [PYT C IPYTOM,
1 He ObIBaeT XOPOIINX KPUNTOrpadoB, He BJANEOUINX MeTONaMil KpUITOaHa-
JAn3a.

MATEMATHYECKHUE OCHOBBHI

Boarpinoe BansHne Ha pa3BuTHEe KPUNTOTPAMHN OKA3aJN TMOABUBIIHECS B
cepefuHe Halllero Beka paGoOTH aMepnkanckoro mMatemMaTnka Kaoma Illenmo-
Ha. B oTux paboTax 6BIIM 3aM0KEHH OCHOBHI Teopnn HHMOPMANWHW, a TakK-
JKe OBLT pa3paboTaH MaTeMaTHYeCKN anmapaT [AJis HCCIeTOBaHUHT BO MHOTHX
ob61acTAX HayKW, CBA3aHHBIX ¢ mHpopManmei. (OTMeTnM, KCTaTH, 9TO HHI-
wemraui 1998 rog — obuaenHbiil Jgas Teopun uHopMmanuu. [IpnHATO cHu-
TaTh, UTO TeOpHsA MH(pOPMANNN KaK HayKa pojauiach B 1948 romxy mocae my-
6ankanuu pa6oTu K. [llennona «MaTemaTnveckas Teopus CBHBI/I))4).)

B cBoenn pabote «Teopus cBsism B cekpeTHBIX cucTeMaxy Kimox lllemnon
060061INT HAKOTJIEHHEH [0 Hero onbIT paszpaboTkn mmgpos. OKazajiock, 9T0
JaXke B CTOXKHBIX MHA(pPpax B KadeCTBe THNNIHKX KOMIOHEHTOB MOXKHO BEIIe-
JUTh WuPpsl 3aMenbl, wWudpbl NEPECMAHO6KU WIN UX COYETAHUS.

udp 3amensr sBAsieTCA NPOCTENNTNM, Hanbodee TONYASPHBIM HTHMPOM.
TunwaasiMu npuMepamu aBasoTcs mndp esaps, cindnpras azéyka» [leTpa
Benukoro n «masinymmue denoBedkmy A. Koman-/lonns. Kak Bugno n3 camoro
Ha3BaHusd, MAQP 3aMeHbl OCYIIeCTBIAeT Npeobpa3oBanne 3aMeHbl OYKB HIN
IPYTHX «9acTely OTKPHITOTO TEKCTA Ha aHAJOTHYHBEIE «9acTHy MTHGPOBaHHO-
ro TekcTa. Jlerko 1aTh MaTeMaTnieckoe onucanme mudpa 3amensl. [ycts X
n Y — 1Ba andaBuTa (OTKPHITOTO U ITHGPPOBAHHOTO TEKCTOB COOTBETCTBEH-
HO), COCTOAIINE N3 OMHAKOBOTO YHcTa cnMBOJOB. [IycTh Takke g: X — Y —
B3aNMHOOJHO3HaYHOe oToOpaxkenne X B Y. Torga mudp 3aMeHbl TelicTBY-
€T TaK: OTKPHITHIN TEKCT Z1Z%3...T, OpeobpasyeTcs B NIH(MPOBAHHBIN TEKCT

g(z1)g(z2) .. .g(zy).

) Shannon C. E. A mathematical theory of communication // Bell System Techn. J. V. 27,
Ne3, 1948. P. 379-423: V. 27, Ned, 1948. P. 623-656.



62 B. B. Amenko

IlIncpp nepecTanoBKM, KaK BUIHO W3 HA3BAHNUSA, OCYIIECTBASET Mpeobpaso-
BaHWe MepecTaHOBKN 6YKB B OTKPHITOM TeKcTe. THNHIHLIM puMepoM mudpa
nepecTanoBKE aBiseTcs mudp «Cuutaiby. O6BI9HO OTKPHITHIN TEKCT pa3ou-
BaeTCs Ha OTPE3KH PABHON MIWHBI U KAXKIKIH OTPE30K MN(MPYyeTCs HE3ABUCH-
Mo. [lycTh, HanpuMep, IIWHA OTPE3KOB PaBHA N U 0 — B3aWMHOOTHO3HATHOE

oTob6paxenune MuOkecTBa {1,2,....,n} B cebs. Torga mmdp nepecTaHOBKH
TefcTByeT TaK: OTPE30K OTKPHITOTO TEKCTA I . ..Z, Tpeobpa3yeTcs B OTpe-
30K MIN(POBAHHOTO TEKCTA Ty(1) - - - Lo (n)-

Baxkuetnimum aast pazpuTus kpuntorpadun 6611 pesyabtaTt K. [llernona o
CYNIIeCTBOBAHUE U e[HHCTBEHHOCTH abCOMIOTHO cTOHKOrO ningpa. EanacTren-
HBIM TaKUM MIQPOM SBASETCH KaKag-HUOY b POpPMa TaK HA3BIBAEMOU L€EHMbL
00HOKPAMHO20 UCNOAB306AHUA, B KOTOPOH OTKPHITHIN TEKCT «OOHETHHIETCS)
€ TIOMHOCTBIO CAYYaWHBIM KJFOYOM TAaKOU K€ JJIUHHI.

DToT pesyabTat 6811 gokazaH K. lllennonoMm ¢ momotbio pazpaboTaHHO-
o UM TeOpeTHKO-HH(POPMATMOHHOTO MeTOo/a ucciaefoBanus mudgpoB. Mur He
OyleM 3/[eCh OCTAHABJINBATHLCA HAa DTOM MOJIPOGHO, 3aMHTEPECOBAHHOMY UH-
TaTero peKoMenyeM nayuanTh padory K. [llennona®).

O6cyuM 0cOBeHHOCTH CTPOeHHs aGCOMIOTHO CTOUKOTO Mndpa 1 BO3MOXK-
HOCTH €ro NPaKTHYecKOro UCHOJb30BaHus. THIHYHEIM U HaubGojee MPOCTHIM
IpHMEepOM peanu3annn abCOTIOTHO CTOWKOro Ingpa sBiasercs mudp Bep-
HaMa, KOTOPHIH OCYIIeCTBAsIeT TOGUTOBOE CAOKEHNe N-GNTOBOTO OTKPHITOT O
TeKcTa W N-6UTOBOTO KJAK0Ya:

yi=x;Ek;, 1=1,...,n.
3/1ech Ty ...L, — OTKPHITHIN TeKCT, ki, ..., k, — KI0O4, Yy ...Y, — MWHAPPO-
BAHHBIN TEKCT.

[Mogyepkuém, 4TO M aGCOMOTHON CTONKOCTH CYIIECTBEHHBIM fIBASETCS
Kaxk[oe u3 clelyouinx TpeboBaHNN K JeHTe OJHOKPATHOTO HCHOJb30BAHUS:

1) monHas cIy9aiHOCTH (PaBHOBEPOSATHOCTH) KJfoda (STO, B 9aCTHOCTH,
O3HAYaeT, YTO KJKY Helb3si BEIpabaThIBaTh C MOMOIIBIO KaKOT0-I1u60 fMeTep-
MHUHHPOBAHHOTO YCTPONCTBA);

2) paBeHCTBO JINHBI KJAIOYA W JINHB OTKPBITOTO TEKCTA;

3) OHOKPATHOCTDH MCHOJH30BAHMS KIAIOTA.

B caydae napyienus XoTs 6Bl OJJHOTO U3 DTUX YCJIOBHU MHQP mHepecTaeT
OBITH aOCOJIOTHO CTONKHUM ¥ MOSABASIOTCSA TPUHIUTHATBHBIE BO3MOXKHOCTH IS
ero BCKPBITHS (XOTS OHH MOTYT 6BITH TPY/IHO PEeaTn3yeMBIMH).

%) Shannon C. E. Communication theory of secrecy systems // Bell System Techn. J. V. 28,

Neq, 1949. P. 656-715.
Pycck. nep. B: Hlennon K. Pa6oTh no Teopun uagopmanvu 1 kubepreTure. M.: NJI, 1963.
C. 333-403.
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Ho, okazbiBaeTcsi, HMEHHO DTH YCJIOBHS U JeJA0OT aBCOMIOTHO CTOWKHE
mu@p OYeHb TOPOTHUM W HEMPAaKTHIHLIM. [Ipex e YeM MoJb30BaTLCA TaKUM
mnpoM, MBI JOJKHBI 0becnednTh BceX aBOHEHTOB MOCTATOYHBIM 3aMacoM
CAYYaNHBIX KAOYEHl W HCKJIYATH BO3MOXKHOCTh HX MOBTOPHOTO NPUMEHEHNS.
A 5To cienaTh HEOOGKYANHO TPYIHO U JTOPOTO.

Kax otmeuan /1. Kan: (IIpobaema cozpauud, perucTpaluu, pacnpocTpaHeHua 1
OTMEHBI KJII0Uel MOXKET TOKa3aThCA He CAUIIKOM CJAOXKHON TOMY. KTO HE UMEET ONbITa
nepenavm COO6HI€HI/Iﬁ o0 KaHajJaM BOEHHOU CBA3W, HO B BOEHHOE€ BpeMA obBeM nepe-
NaBaeMBIX COOOIIEHNN CTABUT B TYMUK JaXxe TPo(eCCHOHATBHBIX CBA3UCTOB. 3a CyT-
K11 MOTYT OBITH BaHH/I(i)pOBaHbI COTHHI ThICAY CJOB. CosranHe MHUJAJANOHOB KAIOYEBBIX
3HAKOB MOTpe60oBaJo 6B OT POMHBIX (DHHAHCOBBIX U3JIePKeK U OBIIO OBl COMPAKEHO C
GOMBIIMMH 3aTpaTaMi BpeMeHH. Tak KakK KaXAblH TEKCT JOMKEH UMETh CBOU CO6-
CTBeHHbII;,I, erI[I/IHCTBeHHblﬁ n HeHOBTOpHMLIfI KJ/JIIOY, TPUMEHEHUE HrﬂeaﬂbHOﬁ CHUCTEMBI
moTpeboBaso 6B MepeJadn Mo KpawHedH Mepe TaKOro KOJAUYIecTBa 3HAKOB, KOTOPOE
OKBUBAJCHTHO BCEMY O6’LeMy Hepe,anaeMofI BOEHHOU I/IH(I)OpMaHI/H/I.))

B cuny ykazauHBIX TpHYEH abCOMIOTHO CTONKHe MHQPHI NPUMEHAIOTCH
TOJNBKO B CeTAX CBA3M € HeGOMBIINM O0OBEMOM HepeaBaeMOll WH(MOpPMAIN,
OOBIYHO DTO CeTH [if mepefadn 0cob0 BayKHOU TOCYTapCTBEHHOU WH(pOpMa-
OWn.

Tenepsb y:e MOHATHO, YTO dallle BCErO MJf 3alIUTH CBOell WHMOPMAaNnN
3aKOHHBIE MOJB30BATENN BEIHYK/IEHB MPUMEHAThH HeabCOMIOTHO CTOUKHE TIH-
¢poi. Takne nmmdpel, M0 KpaliHeli Mepe TeopeTHYecKn, MOTYT OBITh BCKPhI-
TH. Bonpoc ToAbKO B TOM, XBAaTHUT JN Y TPOTHUBHUKA CHUJ, CPEJICTB N BPpeMeHH
IJst pa3zpaboTKU U peaiu3anni COOTBETCTBYIOMNX aaropuTMOB. OBbIYHO DTV
MBICABH BBIpakaloT TaK: MPOTHBHUK C HEOTPaHWYEHHBIMH pecypcaMm MOXKeT
BCKPBITH JI060H HeabCoMIOTHO CTORKHH TIH(P.

Kak xe fgoJKeH 1eliCTBOBAaTh B 3TOU CHTYANNN 3aKOHHBIH MOJb30BATEb,
BrIGHpas qis cebs mugp? Jlydine Bcero, konedno, 6BLI0 ObI JOKa3aTh, 9TO HH-
KaKoll MPOTHBHIK He MOXKeT BCKPHITh BHIOpaHHBIN mindp, ckaxem, 3a 10 geT
I TeM CaMBIM TOJYYHTh TeOPeTHYeCKyI ONeHKY cTolikocTu. K coxkajenuio,
MaTeMaTHiecKas TeOpHs elllé He MaéT HYKHLIX TeopeM — OHH OTHOCATCA K
HEPEIeHHOT NPOOAEME HUNCHUT OUYEHOK CAONCHOCTU 3a0aAN.

[MosToMy y moab3oBaTenss ocTaeTcs eIMHCTBEHHBIH MYyTh — MNOJyYeHHe
OPaKTHYECKHX OIEHOK CTOUKOCTH. DTOT NYyTh COCTOUT U3 CJAEJIYIOUIHX DTa-
MOB:

— MOHATH U 96TKO CPOPMYJINPOBATH, OT KAKOTO MPOTUBHUKA MBI COGMpaeMcs
3alIuIIaTh NHPOPMANNIO; HeOOXOANMO YACHUTDH, YTO NMEeHHO MPOTHBHUK 3Ha-
eT WJIN CMOXKeT y3HaTh O CHCTeMe IIudpa, a TakykKe Kaknue CUJILI U CpeacTBa
OH CMOYXKeT NPUMEHUTh MJIf er0 BCKPBITHS;

— MBICJEHHO CTaTh B MOJOXKeHWe MPOTHBHUKA W THITATHCSA C €ro TMO3UIHH
aTakoBaTh WUQp, T.e. pazpabaTbiBaTh pas3juyuHble AJTOPUTMBI BCKPBITHSA
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mrudpa; Tpu DTOM HEOOXOINMO B MaKCHMaJILHOW Mepe 06ecnednTh MOIeNn-
poBaHMe CUJI, CPEJCTB W BO3MOKHOCTEH MPOTHBHIKA;
— HAWJAYYIIAR U3 pa3zpaboTaHHBIX aATOPHTMOB HCIONB30BATEH IS TPaKTHIe-
CKOW ONEeHKH CTOWKOCTH Tudpa.

3/1ech MOME3HO MJisi WIIIOCTPANNN YIOMSHYTH O JBYX IPOCTEHIINX MeTO-
JTaxX BCKPHITHSA Mindpa: caydaliHoe yrajibiBaHue Kiaoda (oH cpabaThiBaeT ¢
MaJeHbKON BEPOSATHOCTHIO, 3aTO MMeeT MaleHbKYIO CIOKHOCTH) W mepebop
BCeX TOJPA[ KIo4Yell BIJIOTH 10 HAXOXKJEHHS HCTHHHOTO (OH cpabaThiBaeT
BCEr/1a, 3aTO MMeeT OYeHb OOJBIIYIO CJIOKHOCTE). OTMETHM TakXke, 9TO He
BCerja Hy:KHa aTaka Ha KJIIOYT: IS HEKOTOPHIX MH(PPOB MOKHO Cpa3y, Taxke
He 3Haf KA0Ya, BOCCTAHABANBATE OTKPHITHIN TEKCT MO MHQPPOBAHHOMY.

HOBBLIE HAIPABJIEHUSA

B 1983 roay B kuure «Kogbr u matemaTukay» M. H. Apmunosa u JI. E. Ca-
ToBckoro (6mbanoTedka «KBanty) 6610 Hamucano: «[lpnemoB Tafinonmen —
BeJMKOe MHOXKECTBO, W, CKOpee BCero, 3TO Ta 06JacTh, Tle yiKe HeT HYXK b
OPHIYMBIBATE 9TO-HUGYIh CyIllecTBeHHO HOBoe.» OJHAKO 3TO GBLIO OYepeHoe
6oabItoe 3abayXK IeANe OTHOCUTeIbHO KpunTorpadun. Emie B 1976 rony 6wI-
Ja ony6anKoBaHa paboTa MOJOIKX aMepuKaHCKNX MaTeMaTukoB Y. luddu un
M. D. Xenamana «HoBble HanpaBrenns B KpunTorpadum®, koTopas ne TOIb-
KO CYIIeCTBEHHO H3MeHHWJa KPUNTOrpaduio, HO U MPHBeJa K MOSBICHUIO U
OYpHOMY Pa3BHTHIO HOBHIX HalpaBieHHHd B MaTeMmaTuke. lleHTpasbHbiM mO-
HATHEM (HOBOU KPHNTOrpaduiy SBASETCS NOHATHE OMHOCTOPOHHEN (DYHKIHK
(mogpobree 06 »ToM cMm. ctaTthio H.II.BaproBckoro B HacTosiieM HOMepe
KypHana, cTp. 71-86).

Odnocmoponneii naszniBaetcs ¢pynknusa F: X — Y, obragatomas 1ByMs
CBONCTBAMU:

a) CymecTBYeT MOJNHOMAANBHBEIN AITOPNTM BHIYACIeHNs 3HaYeHun F(z);

6) He CymIeCTBYeT MOJMHOMHATBHOTO ANTOPATMA UH6EPMUPO6AHUL PYHKITH
F (1.e. pemmenns ypaBuenns I'(z) = y OTHOCHTENBHO & 15 HETPEeHEOPEKNMO
MaJIOH 017 06MaCTH 3HAYeHNH (PYHKINH).

OTMeTnM, 9TO OJHOCTOPOHHAS (PYHKIHNSA CYIIECTBEHHO OTIMYAeTCA OT
(YHKIHH, TPUBBIYHKEIX CO IIKOJBHOU CKaMbH, N3-32 OTPAHHYEHUN HA CJIOXK-
HOCTh ee BBIYNCJEHUS W WHBepTHpOBaHUs. Bompoc o cylecTBOBaHUU OTHO-
CTOPOHHUX (PYHKIHH TTOKAa OTKPHIT.

JlpyruMm noustuem, Gojee HJIMIKUM K TpafuIHOHHOW KpunTorpaduu, B
KOTOPOHU €CTh CeKPeTHBINl KJI0Y, SBJISeTCH MOHATHE (GYHKUYUU ¢ CEKPEMOM.

6)ﬂugﬁgﬁu Y., Xeaaman M. D. 3ammiieHHOCTs W HMAUTOCTOMKOCTEL. BBeeHWe B KpHIITO-

rpadwuio // TUUIP. T. 67, Ne3, 1979.
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Wnorma emmé ynorpebisercs TepMuH Pyuryus ¢ ao6ywrkot. Pynkyueid c ce-
kpemom K maswiBaeTcs pyuknus Fri: X — Y, 3aBucamias ot mapamerpa K
u obJaarolnas TpeMs CBOUCTBAMIU:

a) mpu a060oM K cyuiecTByeT MOJMHOMHATBHBIN aITOPATM BBITHCJICHNS 3Ha-
qennit F(z);

6) npn Hem3BecTHOM K He CyIIeCTBYeT MOJHHOMHATBHOIO QJITOPHTMA HHBEP-
THpoBaHuA F;

B) NpHM M3BeCTHOM K CyUIeCTBYeT MOJIMHOMUANBHBIN aITOPUTM NHBEPTHPOBaA-
nns Fr.

[Ipo cyurecTBoBaHMe (PYHKIUU C CEKPETOM MOYXKHO CKa3zaTh TO JKe camoe,
YTO CKa3aHO MPO OJHOCTOpOHHNe (yHKIHU. [l TpakTHIecKuxX meaell Kpui-
Torpaduu O6BLIO TOCTPOEHO HECKONBKO (PYHKIHH, KOTOPBIE MOTYT OKa3aThCs
dyakunsmu ¢ cekpetoM. /lis HIX cBOMCTBO 6) MOKa CTPOro HE MOKA3aHO, HO
M3BECTHO, YTO 3a/[ada NHBEPTUPOBAHNA DKBUBAJEHTHA HEKOTOPOH [JTaBHO U3Y-
qaeMol TpyJIHOU MaTeMaTHYecKOH 3ajgate. Hanboisee n3BecTHON M MOMyJ/Isap-
HOW W3 HUX ABJIAETCH TEOPeTHKO-4HCAOBasfg (PYHKIHS, HA KOTOPOU MOCTPOEH
umpp RSA (nogpobuee 06 sTom cuM. ctaThio ). B. Hectepenko B HacTosiem
HOMepe JKypHaaa, cTp. 87-114).

[lpumvenenne GyHKUHE ¢ CEKPETOM B KPHITOTpadun MO3BOJASET:

1) oprannsoBaTh 06MeH MNGPPOBAHHBIMI COOBIIEHUSIMN € HCIOIH30BAHNEM
TONBKO OTKPBITHIX KaHAJIOB CBA3M, T.e. OTKA3aThCA OT CEKPETHHIX KaHAJIOB
CBSI3W [IJis PEIBAPUTEIHHOTO OOMeHA KIAI09aMu;

2) BKJIIOYATH B 3a/4a9y BCKPHITHS MMppa TPYJHYIO MATEMATHIECKYIO 3a-
[Iady ¥ TeM CaMBbIM MOBBICHTH OOOCHOBAHHOCTH CTOUKOCTH TIH(PA;

3) pemaTh HOBBIE KPHNTOTpaduiecKue 3a4adn, OTINYHEE OT MIHPPOBa-
uust (yugpoeas nodnuce u 1p.).

Omnniiem, HampuMep, Kak MOXKHO peaqn3oBaTh 1. 1). [lonpsoBaTens A, ko-
TOPBIH X04YeT MoAyYaTh HIH(MPOBaHHBIE COOBIIEHNS, TOJKEH BEIOPATH KaKY0-
Huby 16 Gpyuknnio g ¢ cekperom K. OH coobiaeT BceM 3anHTepeCOBaHHBIM
(mampumep, mybanKkyeT) onncanne GyHKUNN [’k B KadecTBe CBOETO alr OPHT-
Mma mugpoBanns. Ho npu 5ToMm 3Havenne cekpeta K OH HIKOMY He co00IIaeT
u IepXKuT B cekpeTe. Ecin Teneps monb3oBaTenb B X04eT MOCIATH MOJb30-
BaTeno A sammnimaemyio nadopMannio ¢ € X, To on BerancaseT y = Fx(z) n
MOCKLIAET Y 0 OTKPBITOMY KaHaty nodb3oBatento A. [lockoabky A mist cBoe-
ro cekpeta K yMmeeT WHBePpTHUPOBAThH Ik, TO OH BHIYHCASET X 1O MONYYE€HHO-
My y. Hukto npyroi me 3maetr K u mosTOMY B CHaIy CBOHCTBa 6) QYHKINN €
CEeKPETOM He CMOYXKeT 3a MOJHHOMHAJbHOe BpeMs MO U3BECTHOMY HIH(pPOBaH-
HOMY c0001IeHnio [k (z) BHYICINTS 3alniiaeMyo nHPOPMALIHIO & .

OnucanHyio CHCTEMY HA3BIBAIOT KPUNMOCUCTEMOUT € OMKEPLIMBIM K.A10-
YoM, TTOCKOJBKY aJrOpuTM HindpoBanus Fx sfBiAsieTcs OOMIENOCTYNHBIM HIK
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OTKpPHITHIM. B nocienee Bpems Takue KPUITOCHCTEME €l11é Ha3bIBAOT GCUM-
MEMPUUHBLMY, TOCKOIBKY B HHX €CTh aCHMMeTpPHS B aJrOPHTMAaX: air OpUT-
MBI HIH(POBAHUA U TellinPPOBAHNS Pa3iudHbl. B oTamdme OT TaKuX CHCTEM
TpaUIHOHHBIE TTH(QPH HA3KIBAIOT CUMMEMPUUHBLMU: B HUX KIIOY IS IIH-
dpoBaHus u JemnPOBaHUS OIUH U TOT Ke, I TMEHHO MO3TOMY €ro HYKHO
XpaHUTh B cekpeTe. /las acHMMeTPHYHBIX CHCTEM AJTOPUTM IH(POBaHUS
0611Ien3BeCTeH, HO BOCCTAHOBHTH MO HEMY AJITOPUTM [AelliudpOBAHUSA 3a MO-
JHHOMHUATBLHOE BpeMs HEBO3MOXKHO.

Onucanuyio Boimre ugeio [Judgdu n XemiMaH mpelJoXKHIn HCIOAB30BATH
Tak:Ke Ui MHPOBOU MOANUCH COOOIIeHNH, KOTOPYI0 HEBO3MOXKHO MO/ IeNaTh
3a MOMMHOMHUaAbHOe BpeMs. [lycTh moab3oBaTenio A HEOOXOINMO MONNCATh
coobmienne z. Ou, 3nas cekper K, HaxognT Takoe y, 9T0 I'x(y) = =, u
MOCKLIAeT Y MOJdb30BaTeato B B KadecTBe cBoedl mnudpoBoi mnognucu. [loas-
30BaTelb B XpaHUT y B KadecTBe MOKa3aTeabCTBa TOro, 4T0 A mojmumcad
coob1Ienne .

Coobirienne, no/imucanHoe MHQPOBON MOANUCHI0, MOXKHO MPEICTABISATh Ce-
6e kak mapy (z,y), rie * — coobienne, y — pelienne ypasuenns i (y) = z,
Fr: X - Y — QyHKIUsA ¢ ceKpeToM, n3BeCTHas BCEM B3aWMOIEHCTBYOIINM
abonenTam. U3 onpegenenus Qpyukunn Fx OYeBHIHBI CJAeIVIONIHE [OCTOWH-
cTBa H(POBOU MOATNHUCH:

1) mogmmcath cooblenne z, T.e. pelinTh ypaBHeHne Fx(y) = &, MoxeT
TOJNBKO abOHEeHT — 0b6JafaTenb TaHHOrO0 cekpeTa K IPYyruMu CIOBaMHU, MO,I-
JIefaTh NOANNCH HEBO3MOXKHO;

2) MpOBEepHTH MOJINHHOCTH MOJIMICH MOXKeT J000H abOHEeHT, 3HAIOIINN
OTKPBHITHIN KJKOY, T.e. caMy PyHKIuo Fi;

3) UpH BO3HMKHOBEHHH CIIOPOB OTKA3aThCS OT MOJINICH HEBO3MOXKHO B
CUTY ee Hemo/ JeThBaeMOCTH;

4) mognucanHble COOOUIEHNs (Z,y) MOXKHO, He Omacasch yiuepba, mepechi-
JaTh 1O JIOOBIM KaHalaM CBS3H.

KpouMe mpunmHma mocTpoeHus KPUNTOCHCTEMEBEI C OTKPBITHIM KJIOYOM,
Juppu n Xenaman B TOU ke paboTe MPeNJIOKHUAN €I1€ OTHY HOBYIO Hjet0
— omxpeimoe pacnpedeqenue Kaouet. OHN 3a7aMNCh BOTPOCOM: MOXKHO JIN
OPraHN30BaTh TAKyI0 MpOIEIypPy B3auMojeicTBus aboneHToB A u B mo oT-
KPBITBIM KaHAJaM CBA3H, YTOOHI PEIINTh CJAeIYIONINe 3a fatun:

1) Bravanre y A m B HeT HUKakoW 0OIell ceKpeTHON MHMOPMAINN, HO B
KOHIIe MpONeyphl Takas obiias cekpeTHas nudopmanus (obmni kiod) y A
u B nosiBaseTcs, T.e. BEIpabaThIBaeTCs;

2) NPOTWBHUK, KOTOPHII MepexBaTHIBAeT BCe Mepeqadn MHMOPMAIHN W
3HAET, YTO XOTAT NOAY4YuThH A 1 B, TeM He MeHee He MOYXeT BOCCTAaHOBHUThH
BRIpaboTaHHBIN O6IIHE Kiod A u B.
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Judpdpu u XeqniMman npefJoKuan pelaTh 3TH 32 /[a9H € TOMOIIBIO (DYHKIHK
F(z) =a” (mod p),
rae p — GOJBINOe MPOCTOE THCIO, & — MPOU3BOIBHOE HATYpPAAbHOE [HCIO,
Q — HEKOTOPHIH npumumuenstii asemenm noas G F(p). Obmenpusnanno, 910
nHBepTHpOBaHne GyHKuun o’ (mod p), T.e. MUCKpeTHOe JOrapudMupoBa-
HUe, ABASETCS TPYIHON MaTeMaTHIeCKOH 3aJatel.

Cawma mporeaypa win, Kak TPUHITO TOBOPUTH, NPOMOK0.L 6bipabomxu 06-
Uj€20 KAWOUG ONMMCHIBAETCS CIETYIONINM 0OPa3oM.

Yucaa p m a cIUTAIOTCS OBIIETOCTYTHEIMA.

A6onenTHI A W B He3aBUCAMO JPYT OT JApyra cAydaiHo BRIOGWPAIOT TO
OTHOMY HATYPaTbHOMY THCAY — CKaXKeM T4 U 5. DTH DAeMEHTH OHN epKaT
B cekpeTe. /lanee Ka B W3 HUX BBITNCASET HOBHIH DJIEMEHT:

ya=a"t (modp), yp=a"" (mod p).

[loTom o 06MEHUBATOTCS DTUME DJAEMEeHTaMu O Kananay cBasu. Temepsb abo-
HEeHT A, MOJYYHUB yp U 3HAS CBOH CEKPETHBLIN DAEMEHT I 4, BHIYHCASET HOBBIH
DAEMEHT

vy (mod p) = ()4 (mod p).
AHajorudHO MocTymaeT aboHeHT B:

yy® (mod p) = (a™)" (mod p).
Tem cambim y A u B nosiBmics OOIIHE DJeMeHT MoJs, paBHBIN a”A%B. DTOT
DIEMEHT U OOBABIsSETCS o6umM Katodom A n B.

W3 onmcanmns mpoTokoJa BHIHO, ITO MPOTHBHUK 3HAET P, &, a4, a*B, He
3HAeT T4 W B W Xo4UeT y3HaTh o”AB. B macTosiee BpeMs HeT alrOpHTMOB
TeHCTBUH MPOTHBHNKA, Godee DPMEKTHUBAKIX, TeM IUCKPETHOE JOTapudMu-
poBaHme, a ’TO — TPY,AHAS MaTeMaTHIecKas 3a/atda.

Ycnexu, TOCTUTHYTHE B pazpaboTke cxeM NudpoBOH MOAMUCH U OTKPHITO-
r'0O pacnpejieJeHus KJIIOTed, TO3BOANIN TPUMEHNTE OTH UIeH TakKe U K Jpy-
UM 3aadaM B3auMO/IeHCTBISA yIaTeHHBX a6oHenTOB. Tak BO3HNKIO 6OIBIOE
HOBOE HaTpaBieHNe TeoPeTHIecKON KPUITOTpaduu — KPHUNTOTpaduiecKue
npoTokoasl. [log kpunmoepaguueckum npomorosom TOHUMAIOT TAKyIO MPO-
eaypy B3amMOJTEeNCTBHS aOOHEHTOB, B pe3yJbTaTe KOTOpPOW abOHeHTH (He
NPOTHBHAKA!) JOCTHTAIOT CBOEN I€NN, a TPOTHBHAK — HE JOCTHTAET.

O6HeKTOM U3YHYeHUs TEOPUN KPUNTOTpadpuIecKnX TMPOTOKOJOB ABAAIOT-
cA yaanenusle abOHEeHTH, B3aNMOJIEHCTBYIONINE MO OTKPHITHIM KaHalaM CBi-
su. llennio B3anMoeACTBIA aGOHEHTORB SBJAACTCA pelllenne KaKOH-TO 3a/atin.
NmeeTcs Takke MPOTHBHNK, KOTOPHIH TpecieqyeT cobCcTBeHHbIe ean. [Ipn
HTOM MPOTHBHUK B Pa3HBIX 3a/a¥aX MOXKET HMeTh pa3Hbie BO3MOXKHOCTH: Ha-
MpUMep, MOXKeT B3aNMOJeNCTBOBATEH ¢ aBOHEHTAMI OT UMEHH IPYTHX abOHeH-
TOB MW BMEIIMBATHLCA B OOMeHBI MH(pOpMAaNnel MexX1y aGOHeHTaMm W T. 1.
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[TpoTuBHEEKOM MOXKET JaxKe OKa3zaThCAd ONWH W3 aGOHEHTOB WJIN HECKOJILKO
ab0HEeHTOB, BCTYNUBIINX B CTOBOP.

ITpuBegem eré HeCKOTLKO MPUMEPOB 32121, PEllaeMBIX yIaJeHHLIME abo-
HeHTaMmn. (YuTaTesio peKOMeHyeM MO CBOEMY BKYCY CaMOCTOSITENbHO MpH-
IyMaTh elé Kakne-HuOy b MPHMepHI. )

1. B3aumojielicTByOT [Ba He [OBepsAIONINX Apyr Apyry abonenta. OHH
XOTST MOANUCATH KOHTPAKT. JTO HAMO CALMATh TakK, 94TOOH He MONYCTHTH
CJAeYIONIYIO CHTYANNTO: OMWH 13 abOHEeHTOB NONYYUI MOANNCH APYTOro, a cam
He MOMNUCANCS.

[IpoTokoa perienns >TOR 3ajatn MPHHATO HA3HIBATH NPOMOKOAOM NOOD-
NUCAHUA KOHMPAKMA.

2. BzauMoeidcTBYIOT [Ba He MOBepSAOIINX APyTr Apyry abouenTa. OHu
XOTSAT OPOCHTH Kpebuil ¢ MOMOIIbI0 MOHETHI. JTO HAaJO CAefaTh TaK, 49TO-
OBl a6OHEHT, MOAOPACHIBAIOIINT MOHETY, HE MOT H3MEHHTH Pe3yabTaT MOo/-
OpachiBaHud Nocje MOAYHYeHus MOTaAKH OT abOHEeHTa, yraJbIBaloIIero 3ToT
pe3yJabTart.

[IpoTokoa perienns >TOW 3ajatvn MPUHATO HA3BIBATH NPOMOKOAOM NOOJ-
bpacevi6anUA MOHEMDL.

OnumeM oJWH U3 TPOCTENIINX TTPOTOKOJOB MO A6pACEIBAHNA MOHETHI 1O Tesedo-
Hy (Tak HaswbiBacMad cxeMa Batoma-Mukaau). /laa ero peaamsanunm y aGoHEHTOB A
n B pomxna 6LITH ogHOCTOpOHHAA GyHknusa f: X — Y, yJoBIeTBOpAIOMAn CIefyro-
MIAM YCJIOBUAM:

1) X — KOHeYHOe MHOXKECTBO LENbIX YHUCeN, KOTOPOEe CONEPKNT ONHAKOBOE KO-
JWYECTBO YETHLIX W HEYETHBIX TUCE;

2) mobble Yucaa 1, xs € X, uMetonme ogun o6pas f(z1) = f(z2), nMeroT oxHy
YETHOCTD;

3) no zaganHOMY 06pasy f(z) «TPYAHO) BHIMUCIUTH YETHOCTH HEM3BECTHOTO ap-
TyMeHTa T.

Pousk noa6packiBaHNA MOHETHI HTpaeT CIy9aliHbI 1 pABHOBEPOATHBIN BEIGOP 2J1e-
MeHTa £ € X, a poJb OpJia W PellKn — Y9eTHOCTh W HEY6THOCTh T COOTBETCTBEHHO.
ITycth A — aGomeHT, Mog6pacHIBAIOMANA MOHeTy, a B — abGOHeHT, yTaAbBaouni
peayabTaT. [IpoTOKOM COCTONT U3 cIeyIOIINX IIaT OB:

1) A BeiGupaeT z («mogGpackiBaeT MOHETY?), 3aIIM(POBBIBAET T, T. €. BHITUC/ACT
y = f(z), m moceltaeT y aGoHeHTy B;

2) B mnomy4aeT Yy, MBITAeTCA yrajgaTh Y9€THOCTH & W TOCHUIAET CBOIO I0TAIKY
abonenTy A:

3) A noayuaet jorajgky oT B u coofmaeT B, yrajgan iu oH, HOCHLIasg eMy Bbl-
6paHHOe YUCJIO T;

4) B nposepseT, He o6MaHBIBaeT A A, BRIYMCAAA 3HadYeHne f(z) W cpaBHWBag
€TO C TIOMy9IeHHBIM Ha BTOPOM IIIare 3HAYEHUEM Y.

PexoMenyeM auTaTeNI0 CAMOCTOATENLHO TPOBEPHTD, ITO HEOOXOAMMBIe Tpe6o-
BaHMA K MPOTOKOJY NMOAOpachIBAHUA MOHETHI BHITIOMHEHBI W3-3a CBOMCTB (pyHKuNHU f.
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3. BzaumogeiictByioT nBa abonmenTa A m B (TunuuHei mpumep: A —
KanenT 6anka, B — 6ank). AGoHeHT A X04UeT JoKa3aTh abOHEHTY B, 4To OH
HMEeHHO A, a He MPOTHBHHUK.

[TpoTokoa pelienns >TON 3a/ aYn TPUHATO HA3HLIBATEH NPOMOKOAOM UDEN-
mugurayuu aborenma.

4. BzaumoIelficTBYIOT HECKOJABKO Y/ JajJeHHBIX aOOHEHTOB, MOJYYHBIITNX TPH-
Ka3el U3 OMHOTO MeHTpa. JacTh abOHEHTOB, BKAIOYafd MEHTP, MOTYT OLITh
npotuBHuKamMu. Heo6xommmo BeIpaboTaTh e[UHYIO CTPATET U0 TeHUCTBHM, BhI-
UTPHIIIHYIO M8 aOOHEHTOB.

DTy 3a7a4y OPHHATO HA3KIBaTh 3ajadeldl O BH3AaHTHUCKUX CeHepafiax, a
IPOTOKOJ €€ pellleHUus — NPOMOKOAOM 6U3AHMUUCK020 CO2AAULEHUA.

OnuiieM mpuMep, KOTOPOMY 5Ta 3ajava o0s3aHa CBOMM HazBaHWeM. BusauTus.
Howw mepen Bemuxon 6uTBou. BuszawTuiickas apMusi COCTOMT W3 N JeTMOHOB, Ka-
KB M3 KOTOPBIX MO TIUHAETCS CBOEMY TeHepaly. KpoMme Toro, y apMuu ecTh TJIaB-
HOKOMAH YOI, KOTOPBIA PYKOBOAUT TeHepataMmu. OIHAKO UMIIEPUs HAXOUTCH B
yoajke W J0 OJHOW TPeTH T'eHEePANOB, BKAOYAsA TIaBHOKOMAHIYIOIIET O, MOTYT OBITH
npenaTeasMu. B TedeHme HOYM KaX bW W3 TeHEPAJOB MOJyYaeT OT TJIaBHOKOMAaH-
OYIOIIET O TIPUKAa3 O AeHCTBUAX HA YTPO, IPUYEM BO3MOXHBI Ba BapuaHTa IpUKa3a:
«aTAKOBAThY WIN «OTCTYyNaThy. Ecau Bce YecTHBIE TeHepaJdbl ATAKYIOT, TO OHHU TMO6e-
K aaT. Ecian Bce OHE OTCTYNAIOT, TO UM yAa€TCA coxpanuTh apmuto. Ho ecan gacth
W3 HUX aTakyeT, a 9acTb OTCTYIMAeT, TO OHW TepluAT mopaxenue. Ecam raaBHOKO-
MaHIyIOINN OKAaXeTCA MpeJaTeleM, TO OH MOXeT J1aTh Pa3HBbIM TeHepajiaM pPa3HbIe
TIPUKAa3bl, TOXTOMY TPHUKA3bl TTaBHOKOMAHAYIOMIETO HE CTOUT BBIMOTHATEH Gecrpe-
xocjaoBHO. Ecam xaxapiil reHepad OygeT AeHNCTBOBATH HE3ABUCUMO OT OCTAJbHBIX,
pe3yabTATHI MOTYT OKa3aThCsA TuadeBHBIMEU. O9eBUIHO, ITO TeHEPATBI HY K IA0TCA B
o6MeHe HHpOPMAIIIEH APYT ¢ APYTOM (OTHOCHTENBHO MOMYYeHHBIX TPUKA30B) € TEM,
9TOOBI TPUUTH K COTJIAIIEHUIO.

OcMEIC/IeHe Pa3IHIHBIX TPOTOKOJOB H METOMOB HX NOCTPOEHUS MPHBEIO
B 1985-1986 r.r. Kk MOSABJAEHUIO JBYX TJIOJOTBOPHHEIX MaTeMaTHIECKUX MOe-
Jel — uMmepaxmuenotl cucmemvl dokazameabcmea W JOKA3AMEABCNEA C
HYAEE6BIM pa3eaauienuem. MaTeMaTnieckne MCCIeTOBAHUS DTUX HOBHIX 00H-
€KTOB MO3BOJNMIN JOKa3aTh HECKOJBKO yTBEpXK/JIeHUH, BeCbMa MOJE3HBIX MPH
pa3paboTke KpUNTOTrpaduIecKnx MPOTOKOJIOB (MoapobGHee 06 DTOM CM. CTa-
Thio H.Il. BaproBckoro B HacTositmeM HOMepe KypHaxa, ¢cTp. 71-86).

[lox muETepakTHBHON cncTeMon nokasatenbcTBa (P, V,S) mornMaioT npo-
TOKOJ B3aMMO/IeNCTBIsS TBYX aboneHTOB: P (10okaswBatoumin) n V' (mpoBeps-
formit). AGonent P xodeT mokasaTh V, 9TO yTBepxkjgenne S nctunHo. [Ipn
oToM abomeHT V camocTofATenbHO, 63 moMmomu P, He MOXeT M0Ka3aTh yT-
Bepxaerne S (mostomy V u HaswiBaeTcs mpoBepsiiomnm). AGonent P mo-
JKeT ORITh U MPOTHBHUKOM, KOTOPHIN X049eT JOKazaTh V, 9TO yTBep:kKIeHNe
S MCTUHHO, XOTHA OHO J0XKHO. [[pOTOKOI MOXKET COCTOATH N3 MHOTHX PayHdo6
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ob6Mena coobiennamMn MexX 1y P u V u ToMKeH yIOBIeTBOPATEH ABYM YCIOBH-
M
1) noanoma — ecan S TeHCTBHTEIBHO NCTHHHO, TO aboHeHT P y6eqnt abo-
HedTa V mpuU3HATHL DTO;
2) xkoppexmuocms — ecau S T0XKHO, TO aboHeHT P Bpsg jm ybeqnT aboHeH-
Ta V, 4T0 S HCTHHHO.

3/[ech CTOBaMU «BPS JW» MBl I TPOCTOTH 3aMeHWJIN TOYHYIO MaTeMa-
THYeCKYI0 (POPMYITHPOBKY.

[loguepkném, 1To B onpetenennn cuctemsl (P, V, S) me momyckanoch, 9To
V moxeT 6bITh TpOTHBHUKOM. A ecan V okazajcs TPOTHBHUKOM, KOTOPBIH
X04YeT «BhIBelaThy v P Kakyo-HuGyIh HOBYIO TOJNE3HYIO [isi cebGs mHpOpMa-
o 06 yreepxkaenun S?7 B aTtom caydae P, ecTeCTBeHHO, MOXKeT HE XOTETh,
9TOGBI DTO CAYIHIOCH B pe3yabTaTe paboThl npotokoaa (P, V,S). [Iporokon
(P,V,S), pemmaouinii Takyio 3aKady, Ha3hIBAeTCA JTOKA3aTEILCTBOM C HYJe-
BEIM pasriallenneM I JTOJKeH YIOBIeTBOPATEH, KpOMe YCIoBUH 1) u 2), emié n
CIeyIoNeMy yCAOBHIO:

3) nyaeeoe pazeaawenue — B pesyabTaTe paboTwl mpotokona (P, V,S)
aboHeHT V He yBeJWYNT CBOW 3HaHUS 00 yTBep:KaeHUH S WiH, AIPYTHMHE CJIO-
BaMu, He CMOXKET M3BJIeYb HUKAKOW HHMOPMANUH O TOM, No4eMy S UCTHHHO.

SAKJIOYEHUE

3a mocaefHWe TOJK KPUOTOTpadus W KPUNTOrpaduieckine MeTOIbI BCE
[Inpe BXO/AT B HAIIY KU3Hb U faXKe ObIT. BOoT Heckoabko npumepoB. OTnpa-
Basisi Email, Mbl B HEKOTOpPHIX caydasx OTBedaeM Ha Bonpoc meHio: «Hyxen qau
pexum samndpoBanus’y Buageseln WHTeMLIeKTyalbHOU GaHKOBCKOW KapTOd4-
Ki, oOpaliasich Yepe3 TepMuHal K OaHKY, BHadaJje BBHITONHAET KPUNTOTpa-
(udeckuil mMpoTOKOJ ayTeHTH(ukanuu kaptouku. [lonrpzoBaTensn cetn Un-
TepHeT HaBepHfAKa 3HAKOMBI C AUCKYCCHSAMH BOKPYT BO3MOYKHOTO NPUHATHSA
CTaHgapTa NUQPOBOHW MOJNHUCH [si TeX CTPAHHI, KOTOPHIE COJIEP:KAT «KPH-
THYeCKyI0 » nHpopMannio (OpHIndeckyio, npaic-incTsl u 1p.). C HegaBHIX
MOp TOJB30BATENH CeTell CTaJll yKa3blBaTh MOC]e CBOel (paMuJinu HapsIy C
yKe npuBbYHBIM «Email . .. » u MeHee npuBbIYHOE — «OTIEYaATOK OTKPHITOT O
KJI09a ... ».

C KaX/BIM THEM TaKiHX MPUMEPOB CTAHOBUTCS BCE Goabliie. IMeHHO HOBBIE
npakTHYecKne MPUIOKeHUA KPUNTOTpaduu U ABIAAIOTCA OTHUM W3 UCTOYHU-
KOB ee pa3ButTus. Kpuntorpadun, kak u 110601 Ipyroi Hayke, HEOOXOMUMEI
HOBBbIe HETPHUBHAJbHEIE I HEOXKH TaHHbIE Hjed. ABTOP HACTOfAIIEeH CTaThH Ha-
[IeeTcs, 9TO KTO-TO U3 ee YHTATeNell CTaHeT aBTOPOM HOBHIX Hjel, a, ObITh
MOXKET, i HOBEUIINX HallpaBjleHUll B KPUITOT padui.



